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ÄÅÑÒÐÓÊÒÈÂÍÈÌ ²ÍÔÎÐÌÀÖ²ÉÍÈÌ ÂÏËÈÂÀÌ
Ó ÑÓ×ÀÑÍÎÌÓ ²ÍÔÎÐÌÀÖ²ÉÍÎÌÓ ÏÐÎÑÒÎÐ²1

Ó ñòàòò³ äîñë³äæåíî ñó÷àñíèé ³íôîðìàö³éíèé ïðîñò³ð, ÿêèé ðîçðàõîâàíèé
íà ð³çíîìàí³òí³ ãðóïè êîðèñòóâà÷³â ³ç øèðîêèì êîëîì ³íòåðåñ³â. Ðîçãëÿíóòî îêðåì³
ïðîáëåìí³ ïèòàííÿ, ÿê³ âèíèêàþòü óíàñë³äîê âèêîðèñòàííÿ äåñòðóêòèâíî¿ ³íôîð-
ìàö³¿. Íà ïðèêëàä³ ²íòåðíåòó òà ìåä³à âèâ÷åí³ äæåðåëà ñó÷àñíî¿ ³íôîðìàö³¿. Âè-
çíà÷åíî, ùî êîæåí ³ç êîðèñòóâà÷³â ìàº ³íäèâ³äóàëüí³ îñîáëèâîñò³, âíàñë³äîê ÷îãî
³ âïëèâ ð³çíî¿ ³íôîðìàö³¿, ó òîìó ÷èñë³ äåñòðóêòèâíî¿, º ð³çíèì.

Êëþ÷îâ³ ñëîâà: ñó÷àñíèé ³íôîðìàö³éíèé ïðîñò³ð, äæåðåëà ³íôîðìàö³¿,
³íôîðìàö³ÿ, “³íôîðìàö³éíà áóëüáàøêà”, ìàí³ïóëÿö³ÿ, íàñèëüñòâî.

Â³ðîã³äí³ñòü ïîòðàïèòè ï³ä âïëèâ íàñèëüñòâà º ó êîæíîãî, õòî êîðèñòóºòüñÿ
ìîæëèâîñòÿìè ñó÷àñíîãî ³íôîðìàö³éíîãî ïðîñòîðó. Îñê³ëüêè òàêèé ïðîñò³ð ìàº
òåíäåíö³þ íàïîâíþâàòèñÿ ð³çíîìàí³òíîþ ³íôîðìàö³ºþ, ñåðåä ÿêî¿ ³ñíóº
äåç³íôîðìàö³ÿ, äåñòðóêòèâíà ³íôîðìàö³ÿ, ÿêà íå çàâæäè ñâîº÷àñíî ïåðåâ³ðÿºòüñÿ
íà äîñòîâ³ðí³ñòü ³ ñïðîñòîâóºòüñÿ. Òàê³é ³íôîðìàö³¿ ïðèòàìàííå åìîö³éíå çàáàðâ-
ëåííÿ, ùî äîïîìàãàº ¿é øâèäêî ïîøèðþâàòèñÿ. Ñâîãî ÷àñó Â³íñòîí ×åð÷³ëëü ³ðî-
í³÷íî âèñëîâèâñÿ: “Áðåõíÿ âñòèãàº îá³éòè ï³â ñâ³òó, ïîêè ïðàâäà îäÿãàº øòàíè”
[1]. Â îäíîìó ç³ ñâî¿õ âèñòóï³â Çóðàá Àëàñàí³ÿ, ãîëîâà ïðàâë³ííÿ Íàö³îíàëüíî¿
ñóñï³ëüíî¿ òåëåðàä³îêîìïàí³¿ Óêðà¿íè, ç öüîãî ïðèâîäó âèñëîâèâ òàêó äóìêó:
“Äåç³íôîðìàö³þ ëåãêî ñòâîðèòè ³ âàæêî ñïðîñòóâàòè. Ïðîòèñòîÿòè äåç³íôîðìàö³¿
ìîæóòü ëèøå ôàêòè. À ôàêòè íå êîðèñòóþòüñÿ òàêèì ïîïèòîì, ÿê åìîö³éíî çà-
áàðâëåíà ³ ïåðåêðó÷åíà ³íôîðìàö³ÿ” [2].

Êîæíà ëþäèíà ç äàâí³õ-äàâåí ïðàãíå ð³çíèìè øëÿõàìè óáåçïå÷èòè ñåáå,
âèêîðèñòîâóâàòè çàãàëüíîëþäñüê³ áëàãà. ² öå ïðàâî ëþäèíè º íåâ³ä÷óæóâàíèì  òà
íåïîðóøíèì, îñê³ëüêè îòðèìóºòüñÿ â³ä íàðîäæåííÿ.

Ó ÕÕ² ñòîë³òò³, ó ïîñò³íäóñòð³àëüíîìó ñóñï³ëüñòâ³, áåçïåêà ëþäèíè â ³íôîðìà-
ö³éíîìó ïðîñòîð³ ñòàëà îäí³ºþ ç ïð³îðèòåòíèõ íàïðÿì³â äåðæàâè.

Íà ñüîãîäí³ â Óêðà¿í³ çàáåçïå÷åííÿ æèòòºâî âàæëèâèõ ³íòåðåñ³â ëþäèíè â
³íôîðìàö³éíîìó ñåðåäîâèù³ çàéìàº îäíå ç ïðîâ³äíèõ ì³ñöü, çàâäÿêè ÷îìó âäîñêîíà-
ëþºòüñÿ ïðàâîâå ðåãóëþâàííÿ ñóñï³ëüíèõ â³äíîñèí, ñïðÿìîâàíèõ íà àêòèâíèé
ïðîöåñ ñòâîðåííÿ íîâèõ ïðàâîâèõ íîðì, çì³íè òà ñêàñóâàííÿ ÷èííèõ. Ñòàòòåþ 17
Êîíñòèòóö³¿ Óêðà¿íè ãàðàíòóºòüñÿ áóäü-ÿêîìó ãðîìàäÿíèíó çàáåçïå÷åííÿ éîãî

1 Çàê³í÷åííÿ.  Ïî÷àòîê ó ïîïåðåäíüîìó íîìåð³.
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³íôîðìàö³éíî¿ áåçïåêè [3], à ñàìà ³íôîðìàö³éíà áåçïåêà îñîáè, â³äïîâ³äíî äî
Óêàç³â Ïðåçèäåíòà Óêðà¿íè ¹ 392/2020 “Ïðî ð³øåííÿ Ðàäè íàö³îíàëüíî¿ áåçïåêè
³ îáîðîíè Óêðà¿íè â³ä 14 âåðåñíÿ 2020 ðîêó “Ïðî Ñòðàòåã³þ íàö³îíàëüíî¿ áåçïåêè
Óêðà¿íè” òà ¹ 685/2021 â³ä 28 ãðóäíÿ 2021 ðîêó “Ïðî ð³øåííÿ Ðàäè íàö³îíàëüíî¿
áåçïåêè ³ îáîðîíè Óêðà¿íè â³ä 15 æîâòíÿ 2021 ðîêó” [4, 5], Çàêîíó Óêðà¿íè “Ïðî
íàö³îíàëüíó áåçïåêó Óêðà¿íè” [6], â³äíåñåíà äî ñôåðè íàö³îíàëüíî¿ áåçïåêè ³ º
ïð³îðèòåòíèì íàïðÿìîì äåðæàâíî¿ ïîë³òèêè.

Ñèñòåìà ³íôîðìàö³éíî¿ áåçïåêè äåðæàâè º åëåìåíòîì çàãàëüíî¿ ñèñòåìè
íàö³îíàëüíî¿ áåçïåêè êðà¿íè, äî ÿêî¿ íàëåæàòü îðãàíè äåðæàâíî¿ âëàäè, íåäåðæàâí³
ñòðóêòóðè òà ãðîìàäÿíè, ÿê³ ïîâèíí³ óçãîäæåíî çä³éñíþâàòè ä³ÿëüí³ñòü ùîäî
çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè íà îñíîâ³ ºäèíèõ ïðàâîâèõ íîðì, åôåêòèâíî
ïðîòèñòîÿòè ³íôîðìàö³éíèì çàãðîçàì çà ñó÷àñíèõ óìîâ.

Äåðæàâà, â³äïîâ³äíî äî ïîêëàäåíèõ íà íå¿ ôóíêö³é:
1) ðîçìåæîâóº ³íôîðìàö³þ íà íåïðàâäèâó òà òó, ùî çàñëóãîâóº íà äîâ³ðó.

Çä³éñíþºòüñÿ ñïðîñòóâàííÿ íåïðàâäèâî¿ (ôåéêîâî¿) ³íôîðìàö³¿;
2) íå äîïóñêàº ïîøèðåííÿ äåñòðóêòèâíî¿ ³íôîðìàö³¿ íà ïåâí³é òåðèòîð³¿, à

òàêîæ ïðîöåñó ìàí³ïóëþâàííÿ ñóñï³ëüíîþ äóìêîþ òà ëþäüìè;
3) çàõèùàº ³íòåðåñè ëþäèíè, ñóñï³ëüñòâà, ñâî¿ âëàñí³.
Äëÿ ðåàë³çàö³¿ ïåðåðàõîâàíèõ ôóíêö³é ïðåâåíòèâíîãî õàðàêòåðó ðîçðîá-

ëÿþòüñÿ íîðìàòèâíî-ïðàâîâ³ ìåõàí³çìè, ñïðÿìîâàí³ íà:
– çàõèñò ³íôîðìàö³éíîãî ñåðåäîâèùà ñóñï³ëüñòâà, çàáåçïå÷åííÿ éîãî ôîðìó-

âàííÿ òà âèêîðèñòàííÿ äëÿ ðîçâèòêó â ³íòåðåñàõ ãðîìàäÿí, îðãàí³çàö³é ³ ñâî¿õ;
– íåäîïóùåííÿ òà ë³êâ³äàö³þ çàãðîç, ÿê³ óòâîðþþòüñÿ â ³íôîðìàö³éíîìó

ïðîñòîð³;
– óäîñêîíàëåííÿ ñèñòåìè ï³äãîòîâêè é ï³äâèùåííÿ êâàë³ô³êàö³¿ ôàõ³âö³â,

óñï³øíó àäàïòàö³þ ¿õ äî ïðîôåñ³éíî¿ ä³ÿëüíîñò³ â ñôåð³ ³íôîðìàö³éíî¿ áåçïåêè
äåðæàâíèõ ³ íåäåðæàâíèõ óñòàíîâ.

Äåðæàâà ÷åðåç âèçíà÷åí³ îðãàíè âèêîíàâ÷î¿ âëàäè ñïðÿìîâóº ñâî¿ çóñèëëÿ
íà çä³éñíåííÿ êîíòðîëþ çà äîòðèìàííÿì òàêèõ ïðàâèë òà óìîâ, ÿê³ ïîëÿãàþòü ó:

íåçàâäàíí³ øêîäè ÷è ïåâíèì ³íøèõ ³íòåðåñàì (ïåðåäáà÷åíî îô³ö³éíèìè
äîêóìåíòàìè2 àáî âèïëèâàº ³ç ìîâ÷àçíî¿ óãîäè);

âèêîíàíí³ ñâî¿õ ôóíêö³é (âèçíà÷åíèõ çà ÿêèìèñü ñïðàâåäëèâèìè ïðèíöèïàìè)
ñïðÿìîâàíèõ íà çàõèñò ñóñï³ëüñòâà àáî éîãî ÷ëåí³â â³ä øêîäè òà çîâí³øí³õ çàç³õàíü.

Çàïîðóêîþ ïîçèòèâíî¿ ðåàë³çàö³¿ ïåðåðàõîâàíèõ âèùå ä³é º:
– àäåêâàòí³ñòü çàõîä³â ó ò³é ÷è ³íø³é ñèòóàö³¿ òà â äåìîêðàòè÷íîìó ñóñï³ëüñòâ³;
– ïðîïîðö³éí³ñòü;
– ïîñò³éíèé íàãëÿä, çîêðåìà, ³ç áîêó ïàðëàìåíòó ³ íàö³îíàëüíèõ ³íñòèòóò³â

ãðîìàäÿíñüêîãî ñóñï³ëüñòâà.
Ïðàâîâ³ ³íñòðóìåíòè ïðåâåíòèâíîãî õàðàêòåðó ñïðÿìîâàí³ äëÿ âèÿâëåííÿ

ä³é ñóá’ºêò³â, ÿê³ ìîæóòü áóòè øê³äëèâèìè äëÿ ³íøèõ. Âèêðèâøè äåñòðóêòèâí³
ä³¿ òàêèõ ñóá’ºêò³â, ¿õ ìîæíà çàñóäèòè, íàâ³òü ÷åðåç ñóñï³ëüíó äóìêó.

2 “Îô³ö³éí³ äîêóìåíòè” – öå áóäü-ÿêà ³íôîðìàö³ÿ, çàïèñàíà â áóäü-ÿêîìó âèãëÿä³, âèðîáëåíà
àáî îòðèìàíà îðãàíàìè äåðæàâíî¿ âëàäè ³ ïîâ’ÿçàíà ç áóäü-ÿêîþ äåðæàâíîþ àáî àäì³í³ñòðàòèâíîþ
ôóíêö³ºþ, çà âèíÿòêîì äîêóìåíò³â, ÿê³ ïåðåáóâàþòü íà ñòàä³¿ ï³äãîòîâêè». Âèçíà÷åííÿ íàäàíî
â³äïîâ³äíî äî Ðåêîìåíäàö³é Ðàäè ªâðîïè N R (2002)2 “Ïðî äîñòóï äî îô³ö³éíèõ äîêóìåíò³â”
â³ä 21 ëþòîãî 2002 ðîêó.

© Kolesnyk Victoriia, 2021
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Äî ïðîöåñó çàáåçïå÷åííÿ ³íôîðìàö³éíî¿ áåçïåêè â Óêðà¿í³ çàëó÷àþòüñÿ íå
ëèøå îðãàíè âèêîíàâ÷î¿ âëàäè, ì³ñöåâîãî ñàìîâðÿäóâàííÿ, à é ãðîìàäÿíè Óêðà¿íè,
ãðîìàäñüê³ îðãàí³çàö³¿, íàóêîâ³ óñòàíîâè, îñâ³òí³ ³ íàâ÷àëüí³ çàêëàäè Óêðà¿íè òà
³íø³ ³íñòèòóòè ãðîìàäÿíñüêîãî ñóñï³ëüñòâà, ÿê³, çîêðåìà, çä³éñíþþòü íàóêîâ³ äî-
ñë³äæåííÿ òà ï³äãîòîâêó ôàõ³âö³â çà ð³çíèìè íàïðÿìàìè ³íôîðìàö³éíî¿ ä³ÿëüíîñò³,
â ãàëóç³ ³íôîðìàö³éíî¿ áåçïåêè òîùî.

Íå âàðòî ïîêëàäàòèñÿ ëèøå íà äåðæàâí³ ³íñòèòóö³¿. Êîæíà ëþäèíà ìàº ñâîþ
³íäèâ³äóàëüí³ñòü, ñâî¿ ï³äõîäè äî âèð³øåííÿ òî¿ ÷è ³íøî¿ ïðîáëåìè. Ìè çäàòí³
êîíòðîëþâàòè ñâî¿ âëàñí³ ä³¿, àëå íå íàñë³äêè. Ó òîé æå ÷àñ ³ñíóþòü ³ çàãàëüí³ ðå-
êîìåíäàö³¿. ²íôîðìàö³þ, îòðèìàíó ç íåïåðåâ³ðåíèõ äæåðåë, ñë³ä ïåðåâ³ðÿòè íà
äîñòîâ³ðí³ñòü óñ³ìà äîñòóïíèìè ìîæëèâîñòÿìè. Îñîáëèâî öå ñòîñóºòüñÿ ³íôîðìàö³¿,
ÿêà åìîö³éíî çàáàðâëåíà, ðåçîíàíñíà. Ñåðåä òàêèõ äæåðåë ìîæóòü áóòè îô³ö³éí³
²íòåðíåò-ðåñóðñè îðãàí³â äåðæàâíî¿ âëàäè òà ì³ñöåâîãî ñàìîâðÿäóâàííÿ. Òàêîæ
ñó÷àñí³é ëþäèí³ ðåêîìåíäîâàíî ðîçâèâàòè ñâî¿ íàâè÷êè ùîäî êðèòè÷íîãî ìèñëåííÿ,
ôîðìóâàòè ëîã³÷íîãî ìèñëåííÿ, íàáóâàòè òà ï³äâèùóâàòè ð³âåíü ñâî¿õ óì³íü ïðè
âèâ÷åíí³ çàãàëüíèõ ³ ïðîôåñ³éíèõ öèôðîâèõ êîìïåòåíö³é, ö³êàâèòèñÿ îá´ðóíòî-
âàíîþ ïðàêòèêîþ òåõí³êè áîðîòüáè ç ìàí³ïóëÿö³ÿìè äëÿ ïîäàëüøîãî ïåðåøêîä-
æàííÿ ¿õ çàñòîñóâàííÿ.

Óäîñêîíàëåííÿ çàçíà÷åíèõ íàâè÷îê çìåíøèòü âïëèâ äåñòðóêòèâíî¿
³íôîðìàö³¿, ÿêà çà ïåâíèõ óìîâ ìîæå ïðèçâîäèòè äî ð³çíèõ íåãàòèâíèõ íàñë³äê³â,
íàïðèêëàä, íàñèëüñòâà, ôîðìóâàííÿ ó ñïîæèâà÷³â ³íôîðìàö³¿, íåïðèòàìàííèõ ¿ì
çâè÷îê, ïîâåä³íêè, ïîãëÿä³â ³ äóìîê, ñòàâëåííÿ äî òîãî ÷è ³íøîãî ÿâèùà (ïîä³¿).

Â Óêðà¿í³ ðàçîì ³ç ïîçèòèâíèìè çðóøåííÿìè ³ñíóº íèçêà íåâèð³øåíèõ
ïðàâîâèõ òà ñîö³àëüíèõ àêòóàëüíèõ ïðîáëåì. Äî ñîö³àëüíèõ ïðîáëåì íàëåæèòü
íèçüêèé ð³âåíü ìåä³àãðàìîòíîñò³ íàñåëåííÿ òà çäàòíîñò³ äî êðèòè÷íîãî ìèñëåííÿ,
ÿê³ ïåðåøêîäæàþòü åôåêòèâí³é ïîë³òèö³ äåðæàâè â ñôåð³ ³íôîðìàö³éíî¿ áåçïåêè.
Ó ðåçóëüòàò³ òàêîãî ñòàíó ñïðàâ â óêðà¿íñüêîìó çàêîíîäàâñòâ³ âèíèêàþòü òàêîæ
³ ïðàâîâ³ ïðîáëåìè ùîäî ïðîòèä³¿ äåñòðóêòèâíèì ³íôîðìàö³éíèì âïëèâàì ó ñó-
÷àñíîìó ³íôîðìàö³éíîìó ïðîñòîð³. Ñåðåä íèõ º òàê³. Ïî-ïåðøå, êîëè â ³íôîðìàö³þ
çàêëàäàºòüñÿ äåñòðóêòèâíà ñêëàäîâà, ÿêà º çàâæäè ïðèõîâàíîþ, òî âèçíà÷èòè
àâòîðñòâî (çàìîâíèêà, àâòîðà) äîñèòü ñêëàäíî. Îñê³ëüêè âèêîðèñòîâóþòüñÿ ñó÷àñí³
òåõíîëîã³¿, ùî äîïîìàãàþòü ïðèõîâàòè ïåðøîäæåðåëî, òîìó éîãî ñêëàäíî
ïðèòÿãíóòè äî â³äïîâ³äàëüíîñò³.

Ïî-äðóãå, íàâ³òü êîëè âñòàíîâëåíî àâòîðñòâî, ³ñíóº íèçêà íåâèð³øåíèõ,
ïðîáëåìíèõ ìîìåíò³â:

– ñóá’ºêò â³äíîñèí ìîæå çíàõîäèòèñÿ ó áóäü-ÿêîìó êóòî÷êó ñâ³òó (ì³ñöå
ïåðåáóâàííÿ ÷³òêî íå âèçíà÷åíî àáî âçàãàë³ íå âäàëîñÿ âñòàíîâèòè);

– ä³ÿëüí³ñòü ñóá’ºêòà ³ â³í ñàì ï³äïàäàþòü ï³ä þðèñäèêö³þ êðà¿íè, äå âêàçàí³
ä³¿ íå º ïðàâîïîðóøåííÿì. Òîìó ³ñíóº ³íøå ñòàâëåííÿ äî ïîçèö³¿ ñóá’ºêòà â³ä-
íîñèí, íàïðèêëàä, ùîäî â³ðóâàííÿ, ðàñîâî¿ ÷è åòí³÷íî¿ ïðèíàëåæíîñò³, ñåêñóàëüíî¿
îð³ºíòàö³¿, ïîë³òè÷íèõ ïåðåêîíàíü. ² öåé ïåðåë³ê íå º âè÷åðïíèì. Ùî äîçâîëåíî
â “îäí³é ì³ñöåâîñò³” – çàáîðîíåíî â ³íø³é. Óíàñë³äîê ÷îãî íåìàº ìîæëèâîñò³ ïðè-
òÿãíóòè ñóá’ºêòà äî â³äïîâ³äàëüíîñò³.

Ïî-òðåòå, ïðè âèÿâëåíí³ (âñòàíîâëåíí³) ïåðøîäæåðåëà (àâòîðà ³íôîðìàö³¿,
çàìîâíèêà òàêî¿ ³íôîðìàö³¿) òà ïðèòÿãíåíí³ âèííî¿ îñîáè äî â³äïîâ³äàëüíîñò³ íå
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âèêëþ÷àºòüñÿ ìîæëèâ³ñòü, ùî ³íøà îñîáà ìîæå â÷èíèòè àíàëîã³÷í³ ä³¿ ùîäî
ñòâîðåííÿ, ïîøèðåííÿ äåñòðóêòèâíî¿ ³íôîðìàö³¿. ² çíîâó âåñü ïðîöåñ ïî÷èíàºòüñÿ
ç ïî÷àòêó. Àëå ïðè ñòâîðåíí³ íîâî¿ ³íôîðìàö³¿ ñë³ä óðàõóâàòè òàê³ ÷èííèêè:
óäîñêîíàëåííÿ çàõèñíèõ âëàñòèâîñòåé ³íôîðìàö³¿ ùîäî ¿¿ âèêðèòòÿ, ó ðåçóëüòàò³
ïîñèëþþòüñÿ íàñë³äêè òà ñòàþòü âñå á³ëüø íåêîíòðîëüîâàíèìè, íåî÷³êóâàíèìè.
² öåé ïðîöåñ º íåñê³í÷åííèì.

Ïî-÷åòâåðòå, ó ðàç³ îáìåæåííÿ àáî áëîêóâàííÿ, ïåðåøêîäæàííÿ âèõîäó (ðóõó)
äåñòðóêòèâíî¿ ³íôîðìàö³¿ – ïåâíîþ êàòåãîð³ºþ îñ³á öåé ôàêò ñïðèéìàºòüñÿ,
äîíîñèòüñÿ äî øèðîêèõ âåðñòâ íàñåëåííÿ, ÿê ïîðóøåííÿ ïðàâ ³ ñâîáîä ãðîìàäÿí,
â³ëüíîãî âèñëîâëåííÿ îñîáèñòî¿ äóìêè, ñòàâëåííÿ. Òîìó òàêà ³íôîðìàö³ÿ ñòàº
á³ëüø åìîö³éíî çàáàðâëåíîþ, óíàñë³äîê ÷îãî ï³äí³ìàºòüñÿ ¿¿ ðåéòèíã, ùî ìîæå
ìàòè çíà÷íèé ñóñï³ëüíèé ðåçîíàíñ. Ó òàêîìó ðàç³ çâåðòàºòüñÿ óâàãà ëèøå íà îá-
ìåæóâàëüí³ çàõîäè, à äåñòðóêòèâíà ñêëàäîâà íå ïîì³÷àºòüñÿ àáî ïîì³÷àºòüñÿ, àëå
çãîäîì. Ç ÷àñîì ñïðîñòóâàííÿ ðîç’ÿñíåííÿ ìîæå áóòè íåàêòóàëüíèì àáî íåö³êàâèì
äëÿ á³ëüøîñò³. Òàê³ ä³¿ º ïðîÿâîì ìàí³ïóëÿö³¿. Îñê³ëüêè â³äáóâàºòüñÿ ìàí³ïóëþ-
âàííÿ ïåâíèìè âåðñòâàìè íàñåëåííÿ ùîäî ïîðóøåííÿ çàêð³ïëåíèõ êîíñòèòóö³ºþ
ïðàâ ³ ñâîáîä ëþäèíè.

Ï³äáèâàþ÷è ï³äñóìêè, ñë³ä çàçíà÷èòè, ùî ó íàø ÷àñ ñòð³ìêèé ðîçâèòîê ³íôîð-
ìàö³éíèõ òåõíîëîã³é òà ¿õ ö³íí³ñòü ó ñó÷àñíîìó ñåðåäîâèù³ ñïîíóêàº äî îñîáëèâîãî
âèâ÷åííÿ, âäîñêîíàëåííÿ ³ çàáåçïå÷åííÿ áåçïåêè ëþäèíè â ³íôîðìàö³éíîìó
ñåðåäîâèù³.

Íà íàøó äóìêó, äëÿ âèð³øåííÿ íèçêè ïðîáëåìíèõ ïèòàíü ñë³ä ìàòè ºäèíèé
ï³äõ³ä äî âèçíà÷åííÿ ïîíÿò³éíî-êàòåãîð³éíîãî àïàðàòó òàêèõ ÿâèù, ÿê íàñèëüñòâî
³ ìàí³ïóëÿö³¿ â ³íôîðìàö³éíîìó ñåðåäîâèù³ (ïðîñòîð³) òà äåñòðóêòèâíèé ³íôîð-
ìàö³éíèé âïëèâ ó ðîçð³ç³ ³íôîðìàö³éíî¿ áåçïåêè, ¿õ îñíîâíèõ îçíàê òà â³äì³ííîñòåé.
Ñë³ä çâåðòàòè óâàãó íà òå, ùî ³íôîðìàö³éíà ìàí³ïóëÿö³ÿ ìîæå íåñòè â ñîá³ êîì-
ïîíåíò íàñèëüñòâà, ñïåöèô³÷íîþ îçíàêîþ ÿêîãî º ëàòåíòí³ñòü âïëèâó òà ñïðÿ-
ìîâàí³ñòü íà âèíèêíåííÿ áàæàííÿ â÷èíèòè ïåâí³ ä³¿, íàâ³òü äåñòðóêòèâíîãî õàðàê-
òåðó, àáî óòðèìàòèñÿ â³ä íèõ. Âîäíî÷àñ íå ñë³ä çàáóâàòè ³ ïðî ö³ëåñïðÿìîâàíó
äåñòðóêòèâíó ñêëàäîâó, ÿêà ñïðÿìîâàíà ïðîòè âîë³ òà ³íôîðìàö³éíèõ ñâîáîä ³
ïðàâ ëþäèíè â ³íôîðìàö³éíîìó ñåðåäîâèù³.

Âèð³øåííÿ çàçíà÷åíèõ ïèòàíü äîçâîëèòü çàêð³ïèòè íà çàêîíîäàâ÷îìó ð³âí³
ïåðåðàõîâàí³ òåðì³íè òà ðîçðîáèòè åôåêòèâí³ ìåõàí³çìè çàõèñòó â³ä äåñòðóêòèâíèõ
³íôîðìàö³éíèõ âïëèâ³â.
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LEGAL PROBLEMS OF COUNTERACTION
DESTRUCTIVE INFORMATION INFLUENCES

IN THE MODERN INFORMATION SPACE

The article explores the modern information space, which is an integral part of
everyday life. The life of a modern person is built in such a way, that he is constantly
in the information space against his will. Along with this, with its help the modern
information society is developing, where information plays a key role. At this stage of
development of society, information has expanded its capabilities. From now on it is
perceived as a commodity that has its own quotation; the content of something we
learn (data, knowledge); modern dynamic phenomenon (communication, influence).
Given the role of information, a person uses available sources of information, including
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the Internet and the media, which have become an integral part of humanity. The
user, taking certain steps to search for this or that information, involuntarily falls into
the so-called “information bubble”. Being in this bubble, the user mostly pays attention
to the information that he likes or agrees with. Thus, the user is not even interested
in other approaches to the interpretation of information, limiting their worldview,
rights and freedoms, narrowing their environment and sphere of interests. In such
circumstances, the user during processing does not pay attention to the positive or
destructive content of information. Some problematic issues that arise due to the
destructive impact of information are considered. This kind of influence is manipulated
by the user, who may perform actions that are not typical for him or reveal “hidden”
aspects of the person. In addition, the impact may be a threat of violence. It is
determined that each of the users has individual characteristics, as a result of which
the influence of different information, including destructive, is different. Therefore,
experts emphasize the urgency of carrying out, within the law, measures aimed at
overcoming the destructive impact of information. Because such influence contains a
violent component against the individual and society in general. It should be noted
that even when identifying information with a violent component, it is difficult to
find the original source of information or to prosecute the author of the original
source or the one who transformed the information from positive to destructive. The
fact is that this “source of violence” may be located in another part of the globe, where
such submission of information does not contain elements of violation of the law.
Therefore, he cannot be prosecuted.

Keywords: modern information space, sources of information, information,
“information bubble”, manipulation, violence.
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